UH®OPMAIIMOHHAS TAMSITKA
TUISI OBYUATIOIUXCS JJIS1 PASMEILEHUS
HA O®UIAAJILHBIX HHTEPHET-PECYPCAX

C KaXIpIM TOJIOM MOJIOZIC)KU B MHTEPHETE CTAHOBUTKLCS OOJIBIIE, a ITKOJIBHUKHU OJTHU U3 CaMbIX
AKTUBHBIX IOJb30BaTenel Pynera. Mexny TeM, HOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEM,
WHTEPHET HECeT U MPoOJIeMbl. DTa MaMsATKa JOJHKHA MOMOYb TeOe Oe301MacHO HaXOIUTHCS B CETH.

KomMmnbroTepHble BUPYCHI

KomnbroTepHbIil BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPaMM, OTIIMYUTEIHHON 0COOEHHOCTHIO
KOTOPOH SIBJIIETCS CIIOCOOHOCTDH K Pa3MHOKEHUIO. B ToronHeHne K 3ToMy, BUPYChl MOTYT ITOBPEIUTH
WX TIOJTHOCTBIO YHUUYTOXKUTH BCe (ailiibl U TaHHBIE, ITOJKOHTPOJIBHBIEC TTOJIb30BATEII0, OT UIMEHU
KOTOPOTo OblIa 3amyIlieHa 3apakeHHas IporpaMMa, a TaKkKe MOBPEANUTh MITH JaXKe YHUUTOKUTh
OTIEPALIMOHHYIO CUCTEMY CO BCceMH (hailiiaMu B 11€710M. B GOJBIIMHCTBE CiIydaeB paclpoCTPaHSIIOTCS
BUPYCBI YEPE3 UHTEPHET.

Meroas! 3alUTHI OT BPEJOHOCHBIX IIPOTPAMM:

1. Mcnone3yil cOBpeMEHHBIE OTIEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPLE3HBIN YPOBEHD 3alIUTHI OT
BPEOHOCHBIX IIPOIPaMM,;

2. [locrostHHO ycTaHaBIUBAal madtH (1HQPOBBIC 3aIIATKH, KOTOPbIE aBTOMATUYECKH YCTAaHABIMBAIOTCS C
LEeJbI0 TOpabOTKHU MPOrpaMMBbI) U APYTrue OOHOBIICHUS CBOCH ONepalioHHOM cucteMbl. CkaunBail ux
TOJIBKO ¢ OHUIHANTBHOTO caiiTa pazpadorunka OC. Eciu cymiecTByeT pexuM aBTOMaTu4eCcKoro
0OHOBJIEHUS, BKIIFOYH €I0;

3. PaboTaii Ha cBOEM KOMIIBIOTEpE MO/ IPaBaMu MOJIb30BATENS, @ HE aIMUHUCTPATOPA. DTO HE O3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPAaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM KOMIBIOTEPE;

4. Vlcionb3yil aHTUBUPYCHBIE IPOIPAMMHBIE ITPOTYKTHI U3BECTHBIX TPOU3BOIUTENEH, C aBTOMAaTUYECKUM
0o0OHOBIIEHUEM 0a3;

5. Orpannyb GpU3MYECKUI JOCTYN K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIHII;

6. Mcronb3yil BHELTHIE HOCUTENN MH(OPMAINH, Takue Kak (premka, Auck win (ailsl 13 HHTEepHeTa,
TOJIBKO M3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTKpbIBail KOMIbIOTEpHBIE (aiiiIbl, MOTyYSCHHBIE U3 HEHAAECKHBIX UCTOYHUKOB. J{axke Te daiiibl,
KOTOpBIE MPHUCIIA TBOW 3HAaKOMBIH. JlydIlle yTouHU y HEro, OTIPAaBIIsLI I OH TeOe uX.

Cetu WI-FI

Wi-Fi - 310 He BUI Nlepeiaun JaHHBIX, He TEXHOJOTHsI, a BCero Juiib Opena, Mapka. Eme B 1991 roay
HUJIepJIaH/IcKask KoMMaHus 3apeructpuposaina opens "WECA", uro 0603Hadano cioBocoyeTanmue
"Wireless Fidelity", koTopslii nepeBoauTcs Kak "'0ecripoBOHAS TOYHOCTH' .

Jlo Hamero BpeMeHH Jo1uia Ipyras abopeBuarypa, KoTopas sSBISIETCS TaKOU jK€ TeXHOJOTHEeH. JTo
ab0pesuarypa "WI-Fi". Takoe Ha3BaHME OBUIO JAHO C HAMEKOM Ha CTAHAAPT BBICIICH 3BYKOBOW TEXHHUKH
Hi-Fi, uto B nepeBoie 03HauaeT "BbICOKAs TOYHOCTH .

Ja, 6ecruiaTHBI MHTEPHET-I0CTYII B Kade, OTENAX U adporopTax sBISAETCS OTIMYHON BO3ZMOKHOCTBIO
BBIXO/Ia B MHTepHET. Ho MHOTHE 3KCIIepThl CUUTAIOT, 4To oduienocrymnubie Wi-Fi cetu He sSBISIOTCS
0€30IaCHBIMU.

Cogetsl 110 Oe30macHOCTH paboThl B 00menoctynHbix cersix Wi-fi:

1. He nepenaBaii cBOO JUUHYI0 HHpOpMaluio yepe3 obmienoctyndbie Wi-Fi cetu. Paboras B Hux,
KeJlaTeTbHO HE BBOAMTH MAPOJIH JIOCTYIIA, TOTUHBI U KaKHe-TO HOMEpa,;



2. Wcionb3yit 1 0OHOBIISI aHTUBUPYCHBIE MTpOrpaMMbl U Opanamayep. Tem caMbIM Thl 00€30TaCHIIIb
ce0st OT 3aKaYKH BHpYCa Ha TBOE YCTPOHCTBO;

3. I1pu ucnonszoBannu Wi-Fi otkimoun ¢yHkimio "O0muit noctyn k ¢aitnam u npuatepam”. JlanHast
(byHKIUS 3aKphITa 110 YMOJIYAHUIO, OJHAKO HEKOTOPBIE MOJIH30BATENIN aKTUBUPYIOT €€ Uil y100CTBa
MCTIOJIb30BaHUs B paboTe UK yueoe;

4. He ucnonw3yii myonuunasit WI-FI m1s mepegaum mHUHBIX TaHHBIX, HAIPUMEp IS BBIXO/A B
COIIMAJIbHBIE CETH WUJIU B AJIEKTPOHHYIO MOYTY;

5. Ucnonb3yit Tonbko 3amuiiennoe coequnenue yepes HTTPS, a ue HTTP, 1.e. mpu Habope BeG-aapeca
BBOIU UMeHHO "https://™;

6. B moOmiisHOM Tenedone otkimoun ¢pynknuro "Tloakmrouenue k Wi-Fi aBromaruaecku™. He nomyckait
ABTOMATHYECKOTO TOAKIIOUeHHs ycTporcTBa K cetsiM Wi-Fi 6e3 TBoero cornacusi.

CouuanbHbIE CETU

CornuanbHbIE CETH aKTUBHO BXOST B HAaITy )XKH3Hb, MHOTHE JTIOJIM pa0OTAIOT U KUBYT TaM IMOCTOSIHHO, a B
Facebook yxxe 3apeructpupoBaH MULTHAP]] YSIIOBEK, YTO SBIISICTCS OJHOM CEIbMOM BCEX JKUTEICH
ITaHeThl. MHOTHE TI0JIb30BaTeH HE TOHUMAIOT, YTO HHGOpMAITUs, pa3MEIeHHAs! MU B COITHAIbHBIX
CeTsIX, MOXKET OBITh Hali/IeHA U HCIIOJIb30BaHA KEM YrOJAHO, B TOM YHCIIE HE 00s13aTENBHO ¢ O1arumMu
HAMEPEHUSAMMU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLIUAIBHBIX CETSX:
1. Orpannysb crCOK Apy3el. Y Te0st B py3bsX HE TOJKHO ObITh CIIy4aiHbIX M HE3HAKOMBIX JIFOJICH;

2. 3anMiail cBoI0 YacTHYIO Ku3Hb. He yka3biBail mapoinu, TenedoHsl, agpeca, JaTy TBOETO POXKACHUS U
APYTyIo TMYHYI0 HHPOPMAIHIO. 3II0YMBIIIJICHHUKA MOTYT HCIIOJIb30BaTh J1aXKe HHPOPMALIUIO O TOM, KaK
THI ¥ TBOM POJUTENHN INIAHUPYETE IIPOBECTU KAHUKYJIBI,

3. 3amuiiai cBO0 PemyTalrIo - IEP>KU €€ B UUCTOTE U 3a7aBaii ce0e BOmpoc: XoTel Obl Thl, YTOOBI
JpyTye TO0JIb30BaTeNN BUICTH, YTO ThI 3arpyxaemb? [logymaii, mpexe 4em 4To-To OmyOIMKOBATh,
HAMUCcaTh U 3arPy3HTh;

4. Eciii TbI TOBOPHIIB C JIIOJIBMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIb3YH CBOE peallbHOE UMSI U APYT'YIO
JUYHYIO0 HHPOPMAIIMU: UMsI, MECTO JKUTEJIbCTBA, MECTO y4eObl U Mpoyee;

5. N36eraii pazmerenus Gotorpaduii B UnTepHeTe, rae Thl H300paskeH Ha MECTHOCTH, 110 KOTOPOM
MO>KHO OTIPE/ICTUTH TBOE MECTOTIOJI0XKEHUE,

6. [Ipu perucrpanuu B COIMAILHON CETH HEOOXOIMMO HCIIOJIB30BATh CI0KHbIE MAPOJIH, COCTOSIINE U3
OyKB U IIU(P U ¢ KOIUIECTBOM 3HAKOB HE MeHee 8;

7. 115 conManbHOM CeTH, MOYTHI M IPYTUX CAUTOB HEOOXO0IUMO MCIONBL30BaTh pa3HbIe Mapoiu. Toraa
ecyu TeOsI B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOTYYaT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DNEeKTPOHHBIC JIEHbI U

DJNEeKTPOHHBIE JCHBIH - 3TO 0YEHb Y0OHBIH crtocol IaTexei, 0JHaKO CYIECTBYIOT MOLICHHUKH,
KOTOPBIE XOTAT IOIY4YUTh 3T JCHBIU.

3JI€KTpOHHI:I€ ACHBI'U MOABUIINCH COBCCM HCAABHO U UMCHHO H3-3a 3TOTO BO MHOTHX IoCyJapCTBax 10
CHUX IIOP HEC MPOIMMMUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe o QyHKIIMOHUPYIOT B O HUX yXK€ MPOIUCAHO B 3aKOHE, TJIe UX Pa3ACIAIOT Ha HECKOJIBKO
BUJIOB - aHOHUMHBIC U HE aHOHUMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs
MIPOBOAMTH ONepanuu 0e3 uAeHTU(UKAINY TIOJIb30BaTeNs, 2 B HCAHOHUMHBIX UACHTU(DUKAIIHS
MOJIb30BATEIS SBISIETCS 0053aTENBHOM.



Takoke cienyer paziauyarh IEKTPOHHbBIE (pUaTHBIC IEHBTU (PaBHBI TOCYIAPCTBEHHBIM BAIIOTaM) U
ANIEKTPOHHBIC He(hUATHBIC ICHBI'H (HE PaBHBI TOCYIAPCTBEHHBIM BAJIOTaM).

OcHOBHBIE COBETHI IO O€30MacHO paboTe ¢ ANEKTPOHHBIMH ICHBIAMH

1. IlpuBsiku K cueTy MOOMIIBbHBIN TenedoH. ITO caMblil yIOOHBIH U OBICTPHIN CIIOCOO BOCCTAHOBHUTD
nocTyn K cuety. [IpuBsi3aHHbBII TeaeOH MOMOXKET, e€cliu 3a0y/Iellb CBOM TUIaTEKHbIH MapoJib WU
3aiiIelllb Ha CAlT ¢ HE3HAKOMOI'0 YCTPOUCTBA,

2. Ucnonb3yit onHOpasoBkie mapoiu. [locie mepexoia Ha YCHIICHHYIO aBTOPU3AIIMIO Te0e yike He Oyaer
YIPOKaTh OMMACHOCTh KPaXXKH WIM MEPEXBATA IJIATEKHOIO MapoJis;

3. BeiOepu cnoxxuslii naposis. [Ipectynmaukam OyaeT He MPOCTO yrajaaTh CIO0XKHBIN nmapoib. HanexHble
MapOJIX - 3TO MAPOIIH, KOTOPBIE CO/IEPKAT He MeHee 8 3HAKOB M BKIIIOYAIOT B c€0s CTPOUHBIC U
NpONKCHbIE OYKBbI, HIU(PHI K HECKOJIBKO CUMBOJIOB, TAaKME KaK 3HAK J0J1apa, (pyHTa, BOCKIUIATEIbHBINA
3Hak ¥ T.11. Hampumep, $tRONg!;;

4. He BBOJIM CBOM JINUHBIC JJAaHHBIEC Ha CaliTax, KOTOPHIM HE JOBEPSICIIb.
DneKTpOoHHas ouTa

DNEeKTPOHHAs NI0YTa - 3TO TEXHOJIOTHSI ¥ IPEIOCTABIIIEMBIE €10 YCIIYTH IO MEPECHUIKE U TOJIYUEHHIO
3JIEKTPOHHBIX COOOIIECHH, KOTOPbIE PACIIPEIEINIIOTCS B KOMITBIOTEPHOM ceTH. OOBIYHO 3JIEKTPOHHBII
MOYTOBBIH SIIMK BHIMJISIAMUT CICIYIOIIAM 00pa3oM: UMs_IoJib30BaTesi@umsi_jtoMeHa. Takxke Kpome
nepeaayy MpocToro TeKCTa, MMEETCS BO3MOXKHOCTD NIepeaBaTh (hailiibl.

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ NEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh npaBUIIbHBIN MOYTOBBIN cepBHC. B MHTEpHETE ecTh OrpOMHBIN BEIOOp OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJIHAKO JIYy4YIlIe JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBLIN B PEUTUHIE;

2. He yka3piBaii B IMYHOH mouTe JIMYHYIO HH(popMarmio. Hanpumep, nyuie BeIOpaTh
"My3bIKanbHBIN_(haHat@" wiu "pok2013" BMecTo "Temal3";

3. Hcnonp3yit IByXATAHYO aBTOPH3ALHUI0. JTO KOT/Ia IOMHMO MapoJisl Hy)KHO BBOIHTH KO,
npuceiaemslii mo SMS;

4. BriOepu cl0KHBINA Tapoib. )1 KasK0r0 MOYTOBOTO SIIUKA JOJHKEH OBITH CBOM HAJIC)KHBIH,
YCTOMUYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTD HalucaTb CaMOMY CBOM JIMYHBIN BOIPOC, UCIIOJIb3YH 3Ty BO3MOKHOCTD;

6. Mcronb3yil HECKOJIBKO TIOYTOBBIX SIIUKOB. [1epBbIil 11 4acTHOW NEpEenHCKH ¢ aipecaTaMy, KOTOPbIM
THI JOBEPsICIIb. DTO 3JEKTPOHHBIN aJpec He HaJl0 UCTIOJIb30BATh IIPU PErUCTpaluy Ha hopymMax U
capTax;

7. He oTkpbIBaii (paidsibl v Apyrue BIOKEHHUS B MUCbMaX, Ja)ke €CIIM OHU MPHIIUIA OT TBOUX JPYy3eH.
Jlydie yTOYHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TH (ailisbl;

8. [locne okoHYaHus1 pabOTHI HA TOYTOBOM CEpPBHCE MEPE]] 3aKPhITHEM BKJIAJIKU C CAlTOM He 320y /b
HaxkaTb Ha "'Beritu".

KubepOynnuHr min BUPTyaIbHOE H3/1€BATEIBCTBO

KubepOynnuHr - nmpecienoBaHue COOOIMIEHUIMH, COIEPKAIIUMU OCKOPOJICHHs, arPECCHI0, 3aIlyTUBAaHUE,
XYJIUTaHCTBO; COIMAIbHOE OOMKOTUPOBAHHE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO OOpHOE ¢ KHOEPOYIITMHIOM:



1. He Gpocaiicst B 60if. JIyumnii crioco0: mOCOBETOBATHCS KaK ceOsl BECTH U, €CIIH HET TOTO, K KOMY
MO>KHO 0OpaTUTHCS, TO BHaYaIe yCIIOKOUTHCS. Eciu Thl HAuHEIb OTBEYaTh OCKOPOJICHUSIMH Ha
OCKOPOJICHUS, TO TOJIBKO e1lie OOJIbIIe PAa30XKIKEIIb KOH(IUKT,;

2. Yrpanisii cBoel Kubeppenyrauuei;,

3. AHOHUMHOCTH B ceTr MHUMas1. CyIIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crout BecTH XyJIUTraHCKUN 00pa3 BUPTyalbHOM ku3HU. IHTEpHET (PUKCUpYyET BCe TBOM ICHCTBUS U
COXpaHseT uxX. Y IaIuTh UX OyJeT KpaiiHe 3aTpyIHUTEIbHO;

5. Coburoniaii CBOIO BUPTYAIbHYIO Y€CTh CMOJIOAY;,

6. Urnopupyii eauHU4HbIN HeratuB. OIHOpa30Bble OCKOPOUTENBHBIE COOOICHNS JTyUllle UTHOPUPOBATH.
OObIuHO arpeccus MpeKpalaeTcst Ha Ha4yalbHOW CTaHH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B COLIMAIBHBIX CETSAX €CTh
BO3MO’KHOCTh OJIOKMPOBKH OTIIPABKU COOOILEHHH C ONPEIeICHHBIX aIPECOB;

8. Ecnu eI cBUeTenb kubepOynHra. TBOM NEHCTBUS: BBICTYIUTh IPOTUB MpPECiIeA0BATENs, T0OKA3aTh
€My, 4TO €r0 ACUCTBUS OLEHUBAIOTCS HEraTUBHO, ITOAEPKATh XKEPTBY, KOTOPOU HY)KHA
MICUXOJIOTHYECKasi TOMOILb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOIO OBEJCHUS B CETH.

MoOubpHBIH TenedoH

CoBpemMeHHbIe cMapT(OHBI U IJTAHIIETHI COIEPKAT B ceOe BIOJIHE B3POCIbINA (DYHKIIMOHAN, U TeTIEPh OHU
MOTYT KOHKYPHUPOBATh CO CTALIMOHAPHBIMHU KOMIIbIOTepamMu. OHAKO, CPEICTB 3aIUTHI AJIS 110 100HBIX
YCTPOMCTB IIOKa OY€Hb Majo. TeCTUpOBaHUE U IOUCK YA3BUMOCTEN B HUX IIPOUCXOJUT HE TaK
uHTEeHCUBHO, Kak Juis 1K, To e camoe KacaeTcs 1 MOOMIIBHBIX MTPUIIOKEHHH.

CoBpemMeHHbIE MOOWIIBHBIE Opay3ephl YKe MPaKTUIECKH TIOTHATU HACTOJIBHBIE aHAJIOTH, OJTHAKO
pacmupenue QyHKIMOHaIa BIeYeT 32 CO00# OOJBITYIO CI0KHOCTh U MEHBIIYIO 3alUIIICHHOCTb.

Jlanexko He Bce MPOM3BOIUTEINHN BBITYCKAOT OOHOBJICHHS, 3aKPBIBAIOLINE KPUTHUECKHE YA3BUMOCTH JUIS
CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 11 6€30MaCHOCTH MOOMIIBHOTO Telle(oHa:

Huudero He siBnsieTcs mo-HacrosimeMy OecruiaTHbIM. byb ocTopoxeH, Beab Koraa Tede mpeuiaraior
OecrulaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-TO TUIATHBIE YCIYTH,

JHymaii, mpexae ueM otnpaButbh SMS, ¢oto unu Buaeo. Thl TOUHO 3HaEIIb, T1e OHU OYAYyT B KOHEYHOM
utore?

Heo6x011M0 0OHOBIISATE ONEPALMOHHYIO CHCTEMY TBOETO cMapT(OHa;
Vcnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI 11 MOOMJIBHBIX TEJIS()OHOB,;

He 3arpyxaii Ipuiio)KeHHs: OT HEM3BECTHOT'O HCTOYHUKA, BEJIb OHU MOTYT COZEPKaTh BPEIOHOCHOE
porpamMMHOE 0OecreueHue;

[Tocne Toro Kax Thl BBIIIEIIb C CaiiTa, I71e BBOAWI JIMYHYIO HH(POPMAIINIO, 3aiiI B HACTPOHKHU Opay3epa
u ynamu cookies;

Ilepuoanuecku npoBeps, Kakue IUIaTHbIEC YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOif HOMep MOOMIIBHOTO Tene(oHa TOJIBKO JOASIM, KOTOPBIX ThI 3HACIIH U KOMY JIOBEpSCIIb;
Bluetooth momkeH ObITH BBIKITIOUEH, KOT/a Thl KM HE NOJIb3yellbcs. He 3a0bIBaii MHOTa IPOBEPSITH 3TO.

Online urpsr



CoBpeMeHHbIE OHJIAH-UIPHI - 3TO KPACOYHBIE, 3aXBAThIBAIOIINE Pa3BICUeHUs], 00BEINHSIONINE COTHH
TBICAY YEJIOBEK MO BceMy MUPY. Irpoky ucCleayroT TaHHbBII UM MHp, OOIAIOTCS IPYT C IPYroMm,
BBIIIOJIHAIOT 33JJaHUsl, CPAXKAIOTCSI C MOHCTPAMU U NTOJIY4atoT ONBIT. 32 yI0BOJILCTBUE OHHU IJIATSIT:
MOKYNAIOT JUCK, OIUIAYMBAIOT a00HEMEHT HJIU MPHUOOPETAIOT KaKHe-TO OIILUH.

Bce 5Tu cpeacTBa uayT Ha Mojiep:KaHue U pa3BUTHE UIPHI, @ TAK)KE HAa caMy 0€30MacHOCTb:
COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3ALIUH, BHIITYCKAIOTCSl HOBBIC MAaT4U (U(PPOBBIC 3aIIaTKH IS
IpOrpaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[OGHLIX HUrpax CTOUT OMacaTbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaKH TBOCTO MapOJid, Ha
KOTOPOM OCHOBAHA CUCTEMa aBTOpHU3alluN OOJIBIIIMHCTBA urp.

OCHOBHEBIE COBETHI IT0 OC30IMaCHOCTH TBOETO UIPOBOI'0 aKKayHTa.

1. Ecau apyroii urpok BeneT cedst II0X0 MU co37aeT Te0e HeMPUATHOCTH, 3a0JI0KUPYH €ro B CIIHCKe
UTPOKOB;

2. [oxaiyiicss aiMUHICTPATOPaM UTPHI HA TUIOXOE MOBEIEHUE 3TOr0 UTPOKA, JKEIATEIBHO MPHIOKHUTD
KaKue-TO JI0KAa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii 1uuHyt0 HHPOpMAILHIO B TIpodaiisie Urpsl;
4. YBaxkail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranasnuBaii HeouinaabHbIe TATIU U MO/,

6. Mcronb3yit crokHbIe ¥ pa3Hble MapoJiy;

7. Jlaxxe BO BpeMs UI'Pbl HE CTOUT OTKJIFOYATh aHTUBUPYC. [loka Tl Urpaelb, TBOMH KOMIBIOTEP MOTYT
3apa3uTh.

OUImUHAT WK Kpaxa JUIHBIX JaHHbIX

OOBbIUHOM Kpaskel JIeHeT U IOKYMEHTOB CETOJIHS Y)K€ HUKOTO HE YAWBHUIIIb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOTUH 3JI0YMBIIUICHHUKH NTEPEMECTHIIUCH B UHTEPHET, U MPOJODKAIOT 3aHUMATHCS ' TF0OUMBIM"
JEIIOM.

Tax nosiBHIIack HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WIIM (DUIIHHT, TTIaBHAS IIeJTb KOTOPOTO COCTOUT
B MOJTy4€HUU KOH(UICHIIMAIBHBIX TaHHBIX TOJIb30BATENICH - JIOTHHOB U mapoJieil. Ha aHrmmiickom si3bIke
phishing uurtaercs kak ¢pummnr (ot fishing - peidHas j0BJ1s1, password - mapoJib).

OcHOBHBIE COBETHI IO O0pHOE € HUIITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii ThI IOJI03peBaeIilb, 4YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATE €€ M COOOIIUTH aIMUHHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yit 6e3omacHbie BeO-CaiThl, B TOM YHCIIC, HHTEPHET-MarasnHoOB U IOMCKOBBIX CUCTEM,

3. Mcnonb3yit crnoxkHble U pa3Hble mapoiu. Takum oOpa3oM, eciu TeOs B3IOMAIOT, TO 3JI0YMBIIIUIEHHUKH
MOJTy4aT AOCTYH TOJBKO K OJTHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Eciu Te0s1 B3110MaIIK, TO HEOOXOAUMO MPETYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE T0OaBJICHBI y
TeOsI B IPY3bsIX, O TOM, UTO TeOs B3IOMAJIM U, BO3MOKHO, OT TBOETO UMEHHU OyJIET pacCchUIaThCs CIlaM U
CCBUIKH Ha (PUILIUHTOBBIC CAUTHI;

5. Ycranosu HanexHbid mapoiib (PIN) Ha MOOHIBHBIH TenedoH;

6. OTkITI0YN COXpaHEHHE MapoJis B Opaysepe;



7. He oTkpbIBaii (paidsabl 1 Apyrue BIOKEHHUS B MUCbMaX, Ja)ke €CIIU OHU MPHIIUIA OT TBOUX JPYy3eH.
Jlydie yTOYHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TH (aiiibl.

[Mudposas penyrauus

[Mudposas pemyranus - 3T0 HETraTUBHAS WM NMO3UTHUBHAS MH(OPMAIUS B CETH 0 Tebe.
Komnpomerupyromas napopmanusi, pazMelieHHas B UHTEpHETe, MOXKET CEPbe3HbIM 00Pa30M OTPa3UTHCS
Ha TBOEH peanbHOM xu3HU. "L{udposas pemyranus” - 3T0 TBOM UMUK, KOTOPBIK (OPMHUPYETCS U3
uHpopManuu o Tebe B HHTEpHETE.

TBoe mecTo KUTCIILCTBA, yqe651, TBOC (bI/IHaHCOBoe TIOJIOKCHHUE, 0COOEHHOCTH XapaKTepa U PacCKa3bl O
OJIM3KUX - BCE 9TO HAKAIIJIUBACTCS B CETH.

MHorue noJIpoCTKH JErKOMBICIEHHO OTHOCATCS K IyOJIUKAIMK TUYHON uHpopManuu B IHTepHeTe, He
MOHMMAsi BO3MOXKHBIX MOCIeACTBUNA. ThI fake HE CMOXKEIIb JOragaTbesi O TOM, 4To (hoTorpadus,
pasMeleHHas 5 JeT Ha3aj, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha paboTy.

Kommenrtapuu, pazMemienue 1Boux ¢ororpaduit u qpyrue 1eiHCTBUS MOTYT HE UCUE3HYTh JJake TMOcie
TOT0, KaK Thl UX yJalulllb. Thl HE 3HACIIb, KTO COXPaHHJI 3Ty HH(POPMAIIHIO, MIOTIaja JIH OHA B TIOUCKOBBIE
CHCTEMBI U COXpPaHMUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKPYKAIOIIKeE JII0IU, KOTOpbIE HAWIyT
U YBUJAAT 3T0. HaiiTi nH(pOpMAIHIO MHOTO JIET CITYCTSI CMOJKET JIF0OOH - KaK U3 JOOPBIX MOOYKICHUIH,
TaK ¥ C HAMEPEHHEM PUYHHUTH BPeZl. DTO MOKET OBITh KTO Yr'OJHO.

OcCHOBHBIE COBETHI N0 3aIIUTE U(PPOBOI penmyTaluu:
1. Ilogymaii, mpexie 4eM 4To-To MyOJIMKOBATh U NepeiaBaTh y ce0s B OJ0Te WM B COLMAIBHOM CeTH;

2. B mactpoiikax npo¢uis ycTaHOBH OTPaHUYEHHUS Ha TPOCMOTP TBOETO MPOGHIIS U €r0 COJACPKUMOTO,
caenai ero TOJIbKO 'S Apy3en’;

3. He pa3memaii u He yka3biBail nH(pOpMAIINIO, KOTOPAs MOXKET KOr0-JIMO0 OCKOPOIIATH UM 0OMKATh.
ABTOpPCKOE ITpaBo

CoBpeMeHHbIE IIKOJIFHUKY - aKTUBHBIE TT0JIb30BaTeN! I(ppoBoro npocrpancTsa. OQHAKO AajJeKo HE Bce
3HAIOT, YTO MOJIb30BAHWE MHOTHMHU BO3MOYKHOCTAMH IIM(PPOBOTO MHUpa TpeOyeT cOOM0ACHUS paB Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepmuH "HHTENIEKTyaIbHAs COOCTBEHHOCTh' OTHOCHUTCS K Pa3IMUHBIM TBOPEHUSM YEJIOBEYECKOTO yMa,
HAYMHAas C HOBBIX M300pEeTeHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HAa IPOAYKTHI M YCIYTH, U
3aKaH4YMBasi KHUTamu, potorpadgusaMu, KUHO(UIbEMAaMH U MY3bIKQIbHBIMH ITPOU3BEICHUSAMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HHTEJUICKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEPaATyphl U UCKycCTBA. ABTOPCKHUE IPaBa BBICTYIAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEIICKTYaJIbHBIH/TBOPUECKUIA TPyl aBTOpa HE OyAeT HAIIPACHBIM, AACT MY CIIPABEIIHBHIC
BO3MOJKHOCTH 3apaboTaTh Ha pe3ybTaTax CBOETO TPY/a, MOJIYUYUTh H3BECTHOCTh U Ipu3HaHue. HukTo
0e3 pa3pelIeHus: aBTOpa HE MOXKET BOCIIPOM3BOAUTE €T0 MPOU3BEICHUE, PACTIPOCTPAHATD, TyOIUIHO
JI€MOHCTPUPOBATD, IIPOIaBaTh, UMIOPTUPOBATH, IyCKATh B MPOKAT, IMTyOJINYHO UCTIOIHSATS,
MOKAa3bIBaTh/UCTIONHATD B 3upe win pa3memats B lHTepHETE.

Hcnonp3oBanue "MUpaTCKOro™ mporpaMMHOTo 00eCIieYeHUsT MOXKET MPUBECTH K MHOTUM PUCKaM: OT
MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO YCTPONCTBA, I'/I€ YCTAHOBJICHA HelleTraibHast
nporpamma. He cTouT Taxske 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE U OECIUIaTHBIE IPOTPAMMBI,
KOTOPBIE MOXHO HAaWTH B CETH.

O nopraine

CeteBruoK.p( - TBOI INIaBHBIA COBETUYHK B CETH. 371€Ch Thl MOKEIIIb Y3HATh O O€30MAaCHOCTH B CETH
MOHATHBIM U JIOCTYITHBIM SI3bIKOM, & MPH BOZHUKHOBEHUH KPUTUYECKON CUTYAIlH OOpaTUTHCS 32
COBETOM. A TakXe NMPHUHSITH y4acTHE B KOHKYpCaX U CTaTh CaMbIM LU(POBBIM I'paskJaHUHOM !






